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DETAILED ACTION 

In view of the Appeal Brief filed on 2/16/2010, PROSECUTION IS HEREBY 
REOPENED. A new ground of rejection cited under prior art reference Winget is set 
forth below. To avoid abandonment of the application, appellant must exercise one of 
the following two options: 

(1 ) file a reply under 37 CFR 1.111 (if this Office action is non-final) or a reply 
under 37 CFR 1.113 (if this Office action is final); or, 

(2) initiate a new appeal by filing a notice of appeal under 37 CFR 41 .31 followed 
by an appeal brief under 37 CFR 41 .37. 

The previously paid notice of appeal fee and appeal brief fee can be applied to 
the new appeal. If, however, the appeal fees set forth in 37 CFR 41 .20 have been 
increased since they were previously paid, then appellant must pay the difference 
between the increased fees and the amount previously paid. A Supervisory Patent 
Examiner (SPE) has approved of reopening prosecution by signing below. Claims 1-6, 
10-30, 32, and 35-58 are pending. 

Claim Rejections - 35 USC § 101 
35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

1 . Claim 50 is rejected under 35 U.S.C. 101 because the claimed invention is 
directed to non-statutory subject matter. The Examiner contends applicant's apparatus 
comprises a machine readable medium. The Examiner contends that the broadest 
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reasonable interpretation of the term medium includes transitory signals. The office 
considers signals to be non-statutory subject matter. As such the Examiner advises the 
applicant to include in the claim or specification subject matter reciting that the medium 
is not intended to include transitory signals 

Claim Rejections - 35 USC § 102 

The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1 ) an application for patent, published under section 1 22(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

2. Claims 1-6, 10, 12, 25-30, 32, 36, and 49-58 are rejected under 35 U.S.C. 102(e) 
as being anticipated by Winget (US Patent Publication No. 2005/0086481). 

3. As to claim 1 , Winget teaches a method of secure information distribution 
between nodes, the method comprising: providing, by a first node, a component value 
A1 (e.g., parallel. BSSID [par. 41]); 

providing, by an adjacent node, a component value B 1 as a challenge (e.g., 
nonce) to the first node (i.e., ...teaches once the group key name is embedded into the 
packet name extension, the data packets may then be transmitted by the AP 135 to the 
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wireless clients [par. 44] ...further teaches establishing a group key name which 
contains a nonce (e.g., challenge) [par. 41]); 

performing, by the first node, a handshake process (i.e., key name) with the 
adjacent node to determine membership (e.g., distinguish if recipient is the intended 
address) in a secure group (i.e., ... teaches the unique key name enables the wireless 
clients 1 1 0, 1 1 5, 1 20, 1 25 the ability to distinguish if the recipient is an intended 
addressee of the multicast transmission [par. 44] ...further teaches unique group key 
name that may be incorporated into a multicast transmission in order to enable a client 
to determine if it is a member of a targeted transmission group [par. 46]); 

wherein the handshake process comprises requiring each of the first node and 
the adjacent node to calculate identical values by applying the component values A1 
and B1 , and a key value associated with the secure group, to a one way function f(x) 
(i.e., ...teaches a secure hash including a nonce (e.g., challenge/value B1), id (e.g., 
value A1 ) and a group key [par. 41]); 

and distributing secure information from the first node to the adjacent node, if the 
adjacent node is proven to be a member of the secure group (i.e., ...teaches if a key 
name in the data table matches the received group key name, the message is deemed 
correctly delivered thereby prompting decryption of the entire message packet [par. 
49]). 

4. As to claim 2, Winget teaches a method further comprising: prior to providing the 
secure information to the adjacent node, performing the handshake process with 



Application/Control Number: 10/812,607 Page 5 

Art Unit: 2431 

another adjacent node (i.e., . . .teaches In order to determine if the wireless clients 1 1 0, 
115, 120, 125 is a member of the intended targeted group for the multicast 
transmission, the wireless client 110, 115, 1 20, 1 25 compares the validated group key 
name to elements contained within a local data table [par. 48]). 

5. As to claim 3, Winget teaches a method further comprising: establishing an 
encryption key with the adjacent node (i.e., ...teaches trust relationships (e.g., 
relationship between communicating entities) and the generation of keys may be 
established utilizing any known encryption scheme [par. 34]). 

6. As to claim 4, Winget teaches a method where the encryption key comprises a 
public key (i.e., ..teaches generation of keys may be established utilizing any known 
encryption scheme (e.g., public key) [par. 34]). 

7. As to claim 5, Winget teaches a method where the encryption key comprises a 
symmetric key (i.e., ..teaches generation of keys may be established utilizing any known 
encryption scheme (e.g., symmetric key) [par. 34]) . 

8. As to claim 6, Winget teaches a method where the secure information is 
distributed along with an encryption key (i.e., ..teaches data packet is transmitted 
together with the group key name, the group key and the multicast message [abstract]). 
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9. 7. (Canceled) 8. (Canceled) 9. (Canceled) 

1 0. As to claim 1 0, Winget teaches a method where the one way function f(x) is a 
secure hash function [par. 41]. 

11. As to claim 1 2, Winget teaches a method where the secure information 
comprises a key for secure communication [abstract]. 

12. As to claim 25, Winget teaches a apparatus for secure information distribution 
between nodes, the apparatus comprising: 

a node configured to performing a handshake process (i.e., group key name) 
with an adjacent node to determine membership in a secure group (i.e., ... teaches the 
unique key name enables the wireless clients 110, 115, 1 20, 1 25 the ability to 
distinguish if the recipient is an intended addressee of the multicast transmission [par. 
44]), and distribute secure information to the adjacent node if the adjacent node is 
proven to be a member of the secure group (i.e., . . .teaches unique group key name 
that may be incorporated into a multicast transmission in order to enable a client to 
determine if it is a member of a targeted transmission group [par. 46] ...further teaches 
if a key name in the data table matches the received group key name, the message is 
deemed correctly delivered thereby prompting decryption of the entire message packet 
[par. 49])); 
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wherein the handshake process comprises requiring each of the node and the 
adjacent node to calculate identical values by applying a component value A1 provided 
by the node, a component value B1 provided by the adjacent node, and the a key value 
associated with the secure group, to a one way function f(x) (i.e., ...teaches a secure 
hash including a nonce (e.g., challenge/value B1 ), id (e.g., value A1 ) and a group key 
[par. 41]). 

1 3. As to claim 26, Winget teaches a apparatus where the node performs the 
handshake process with another adjacent node, prior to providing the secure 
information to the adjacent node (i.e., . . .teaches In order to determine if the wireless 
clients 110, 115, 1 20, 1 25 is a member of the intended targeted group for the multicast 
transmission, the wireless client 110, 115, 120, 125 compares the validated group key 
name to elements contained within a local data table [par. 48]). 

14. As to claim 27, Winget teaches a apparatus where the node is configured to 
establish an encryption key with the adjacent node (i.e., ...teaches trust relationships 
(e.g., relationship between communicating entities) and the generation of keys may be 
established utilizing any known encryption scheme [par. 34]). 

1 5. As to claim 28, Winget teaches a apparatus where the encryption key comprises 
a public key (i.e., ..teaches generation of keys may be established utilizing any known 
encryption scheme (e.g., public key) [par. 34]). 
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16. As to claim 29, Winget teaches a apparatus where the encryption key comprises 
a symmetric key (i.e., ..teaches generation of keys may be established utilizing any 
known encryption scheme (e.g., symmetric key) [par. 34]). 

1 7. As to claim 30, Winget teaches a apparatus where the secure information is 
distributed along with an encryption key (i.e., ..teaches data packet is transmitted 
together with the group key name, the group key and the multicast message [abstract]). 

18. 31 . (Canceled) 

1 9. As to claim 32, Winget teaches a apparatus where the one way function f(x) is a 
secure hash function [par. 41]. 

20. 33. (Canceled) 

21. 34. (Canceled) 

22. As to claim 36, Winget teaches a apparatus where the secure information 
comprises a key for secure communication [abstract]. 

23. As to claims 49 and 50, Winget teaches a apparatus for secure information 
distribution between nodes, the apparatus comprising: means for performing a 



Application/Control Number: 10/812,607 Page 9 

Art Unit: 2431 

handshake process (i.e., group key name) between a first node and an adjacent node to 
determine membership in a secure group (i.e., ... teaches the unique key name enables 
the wireless clients 110, 115, 1 20, 1 25 the ability to distinguish if the recipient is an 
intended addressee of the multicast transmission [par. 44] . . .further teaches unique 
group key name that may be incorporated into a multicast transmission in order to 
enable a client to determine if it is a member of a targeted transmission group [par. 46]); 

wherein the handshake process comprises requiring each of the first node and 
the adjacent node to prove a key value that is associated with the secure group (e.g., 
parallel. BSSID and nonce [par. 41]); wherein each of the first node and the adjacent 
node has an identifier value that is associated with the secure group in order for the first 
node and the adjacent node to calculate identical values by applying a component value 
A1 provided by the first node, a component value B 1 provided by the adjacent node, 
and the a key value associated with the secure group, to a one way function f(x) (i.e., 
...teaches a secure hash including a nonce (e.g., challenge/value B1), id (e.g., value 
A1) and a group key [par. 41] ...further teaches a match (e.g., calculation) of the 
received data [par. 49]); 

means for distributing secure information from the first node to the adjacent 
node, if the adjacent node is proven to be a member of the secure group, (i.e., 
...teaches if a key name in the data table matches the received group key name, the 
message is deemed correctly delivered thereby prompting decryption of the entire 
message packet [par. 49]). 
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24. As to claims 51 , 53, 55 and 57, Winget teaches a method where the handshake 
process further comprises: transmitting the calculated value (i.e., group key value) 
between the first node and the adjacent node (i.e., ..teaches data packet is transmitted 
together with the group key name, the group key and the multicast message [abstract]). 

25. As to claims 52, 54, 56 and 58, Winget teaches a method where the first node 
belongs to the secure group if the first node contains the identifier value (e.g., group key 
name) and proves the key value during the handshake process (i.e., ... teaches the 
unique key name enables the wireless clients 110, 115, 1 20, 1 25 the ability to 
distinguish if the recipient is an intended addressee of the multicast transmission [par. 
44] ...further teaches unique group key name that may be incorporated into a multicast 
transmission in order to enable a client to determine if it is a member of a targeted 
transmission group [par. 46]), 

wherein the adjacent node belongs to the secure group if the adjacent node 
contains the identifier value and proves the key value during the handshake process, 
and wherein the secure information is distributed only between nodes in the secure 
group (i.e., ...teaches if a key name in the data table matches the received group key 
name, the message is deemed correctly delivered thereby prompting decryption of the 
entire message packet [par. 49]). 
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Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

This application currently names joint inventors. In considering patentability of 
the claims under 35 U.S.C. 103(a), the examiner presumes that the subject matter of 
the various claims was commonly owned at the time any inventions covered therein 
were made absent any evidence to the contrary. Applicant is advised of the obligation 
under 37 CFR 1 .56 to point out the inventor and invention dates of each claim that was 
not commonly owned at the time a later invention was made in order for the examiner to 
consider the applicability of 35 U.S.C. 103(c) and potential 35 U.S.C. 102(e), (f) or (g) 
prior art under 35 U.S.C. 103(a). 

26. Claims 1 1 , 1 3, 1 6, 35, 37 and 40 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Winget in view of Traversat et al. (US Patent Publication No. 
2002/0152299 and Traversat hereinafter). 

27. As to claims 1 1 and 35, Winget teaches an authentication process comprising 
secure data communication between communicating entities [par. 41-46], however 
Winget fails to teach a method where the secure information comprises a password. 
The Examiner contends the teachings of Traversat disclosed the use of a password as 
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part of a handshake between communicating entities at the time of applicant's original 
filing. Traversat discloses a peer group using an outside challenge (e.g. a secret group 
password) as part of an authentication process [par. 472]. Therefore given Winget's 
ability to provide an authentication process between communicating client device 
groups, a person of ordinary skill in the art would recognize the advantage of modifying 
Winget to enhance the authentication process with the feature of a password challenge 
as disclosed by Traversat. 

28. As to claims 13 and 37, Winget teaches an authentication process comprising 
secure data communication between communicating entities [par. 41-46], however 
Winget fails to teach a method distributing secure information to each adjacent node 
that is a member of the secure group, in response to an update of the secure 
information. The Examiner contends the teachings of Traversat disclosed at the time of 
applicant's original filing, sending (e.g., distributing) information once an update of group 
membership (e.g., join) had occurred [par. 394]. Therefore given Winget's capability to 
provide secure communication between gourps of client devices, a person of ordinary 
skill in the art would recognize the advantage of modifying Winget to enhance client 
group communication with the feature of sending update information based on a state 
change (e.g., member join) as disclosed by Traversat. 

29. As to claim 16 and 40, Winget teaches an authentication process comprising 
secure data communication between communicating entities [par. 41-46], however 
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Winget fails to teach a method of determining an age of the secure information so that 
each node in the secure group will store a latest version of the secure information. The 
Examiner contends at the time of applicant original filing, Traversat discloses performing 
a query (e.g., determining) relating to the need to update pertinent information (e.g., 
associated with the communicating entities (e.g., secure group) [par 152]. Therefore 
given Winget's capability to provide secure communication between groups of client 
devices, a person of ordinary skill in the art would recognize the advantage of modifying 
Winget to enhance client group communication with the feature of ensuring the most up 
to date information is available at each client device group as disclosed by Traversat. 

30. Claims 14, 15, 38 and 39 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Winget in view of Traversat and further in view of Mowers et al. (US 
Patent No. 7,644,275 and Mowers hereinafter). 

31 . As to claims 14, 15, 38 and 39, the system of Winget and Traversat teaches a 
handshake process between communicating entities, however the combination of 
Winget and Traversat does not teach performing the handshake process comprises 
performing the handshake process with the adjacent node once for every fixed time 
amount T. The Examiner contends at the time of applicant's original filing Mowers 
disclosed requiring a handshake to be performed based on a time requirement [col. 13, 
lines 30-45]. Therefore given Winget and Traversat ability to provide handshake 
capability between communicating entities, a person of ordinary skill in the art would 
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recognize the advantage of modifying the system of Winget and Traversat to enhance 
the handshake process with the feature of requiring a specific time for the handshake to 
occur as disclosed by Mowers. 

Allowable Subject Matter 

32. Claims 17-24 and 41-48 objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

Response to Arguments 

Appellant's arguments filed 2/16/2010, with respect to the rejection(s) of claim(s) 
1-6, 10-30, 32, and 35-58 have been fully considered and are persuasive. Therefore, 
the rejection has been withdrawn. However, upon further consideration, a new 
ground(s) of rejection is disclosed above. 

Contact Information 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRYAN WRIGHT whose telephone number is (571)270- 
3826. The examiner can normally be reached on 8:30 am - 5:30 pm Monday -Friday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, William Korzuch can be reached on (571) 272-7589. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Examiner, Art Unit 2431 

/William R. Korzuch/ 

Supervisory Patent Examiner, Art Unit 2431 



